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Nowadays computers networks are used transferring lots of data. However, sometimes a
network cannot work properly which creates problems during data transferring. Problem should
be managed by developed an algorithms which provides self-recovering. Moreover, the exact
algorithms might need centuries to manage with formidable challenges. In such cases,
heuristicl algorithms that found approximate solutions, but still indispensable role have
acceptable time and space complexity. This paper presents heuristic algorithms for
microcontrollers system and Ethernet network or other type of data transferring networks for
receiving measuring from sensors. The article addresses the issue of minimum delay of self-
recovering in the context of fully connected networks and structured topologies used by many

peer-2-peer systems.
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I. Introduction

Elements of microcontroller systems receive information
from sensors in the form of electrical parameters of voltage,
current and frequency of electrical oscillations. These
elements have no intermediaries and are the first link in
the chain of successive stages of information processing.
Features of microcontroller are small amount of memory
limitations in CPU speed, which require increased
stability in software development and its validation [1].

Practice of modern software development is wide use
of ready libraries and procedures for the implementation
of complex elements of communication protocols
between the individual components of the system. These
libraries from the perspective of a software developer
look like a «black box» with certain conditions at the inlet
and outlet. Subject to the hardware and software
environment, developer libraries and user of the library
can expect adequate results. However, full compliance
with hardware and software is only possible with full
duplication of equipment and processing algorithms [2].

If task is developing of new product, the conditions of
identity hardware and algorithmic environment violated.
This leads to the «unexpected» failure of individual
elements of the complex or the entire complex. To deal
with such refuses can be by analyzing of algorithm in
texts of libraries, and eliminate errors. However, this
method requires a deep dive into problems and spends
large time to solve. In practice, limited to such conditions,
when errors occur, but not very often. Under such
conditions, the reliability of the system acquires
probabilistic nature [3].

If know about a possible rejection of the system, it is
necessary to provide methods for fastest recovery with
minimally acceptable loss of information.
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Il. Methods

The subject in this article is heuristic algorithms of
self-recovering. Main tasks to solve the following problem:
propose a working model of information system
for energy efficiency measures;

— testing of hardware and software self- recovering;

— the creation of heuristic algorithms performance
evaluation system;
choose the best option to use wired and wireless
connections between elements of the system;

— developing ways of improving the reliability of the
system.

The implementation of this system is associated with
direct support permanent disability. This criterion is
important in any industrial product. However, no products
are that would allow building a completely reliable network
at present. There are only certain technical and software
solutions for increased stability systems and specialized
units for each problem using certain solutions [4].

The implementation of these procedures in an automated
system after a few minutes of normal operation resulted in
a sudden stop. As it turned out later, the reason was an
error initializing the variable program, which led to a
stack overflow after a few dozen calls to the sensors.

Elements of the system failure of one server
microcontroller are approximately no more than once
every two weeks. The corresponding probability of failure
daily p(day)~1/14. Given the typical frequency of queries,

such as query 1 to 5 minutes, obtain the probability of
failure on request

P, (request) =

=1/4032~0.25-10"*
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Identifying the reasons for refusal at such a low
probability is extremely challenging and requires
significant time. However, low probability of failure of
one server becomes a high probability of failure of at least
one server with a large number of servers. For N server
probability of system failure is defined by the equation

P, (day)=(1- P, (day)) @

where Pu(@@)=PRd)" _ the probability of the N
elements. This probability is related to the probability of

failure of one element Pi(day)=1-P,(day)
Thus the probability of system failure with N elements
is defined by the equation
P, (day) =1—(1—P,(day))" (©)
Substituting the specific values of the probability of
failure for the experimental system that consists of 10
servers, get

P, (day) =1—(1— P, (day) | =1-(1-1/14)° ~1-047 =053 @

That is, when the probability of such a failure in at
least one element of the system should occur about once a
day - once in two days.

This situation, unfortunately, was observed in the
experimental system. Failure of one microcontroller
occurred very rarely, so that you can identify the cause of
failure, but too often for the system as a whole.

111. Results

Using heuristic algorithms allows accumulating base
errors found in program code, which simplifies the job

programmer. Also possible to temporarily resolve the
error by using different procedures designed to prevent
the occurrence of situations is not regular.

When using a heuristic algorithm is likely to protest
the least likely problems A and B, with a negative result
will be considered an error log to the fact that often
occurred in or D to decide on a method of eliminating
errors. If you are saving periodic crashes it will be
considered a bug that is not entered in any of the lists, and
therefore will be added to the list.

The use of this type of algorithms would reduce the
risk of errors, and increases the reliability and information
for software developers pointing out errors that have
occurred during explanation system.

As mentioned, for this class of problems is a well
suited heuristic method. Heuristic algorithm is able to
give an acceptable solution among many solutions.
Typically, these algorithms are close to the best solution
and do it quickly. This algorithm can be accurate, ie, to
find the best solution, but it will still be called heuristic,
until unless it is proved that the solution is really the best.

Figure 1 shows work status of web-server during day
with out algorithms of self-recovering. As a result,
reliable testing of microcontroller server for data
collection was discovered flaw. If the server no request
for long time can overflow buffer, resulting in the
disappearance adapter from network.

Fig. 1. Sensor Performance and Reliability (before)

Number of errors was decreased which show figure 2,
after applying heuristic algorithms of self-recovering.
Using the algorithm allowed to develop foolproof system
that handles well and corrects errors that have occurred in

the course of transmission network which provide
measurement data. Implementation of the system in
industrial facilities will reduce the cost of hardware [5].
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Fig. 2. Sensor Performance and Reliability (after)
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. /1. 3ronsnces,
Yopromopcokuii depoicasHuil yHisepcumem im. Ilempa Moeunu, Mukonais, Yxpaina

PO3BUTOK CUCTEMM MIKPOKOHTPOJIEPA JIJISI OTPUMAHHSA TA OBPOBKH IIEPBUHHOI
TH®OPMAIIIi 3 EBPUCTUYHUX AJITOPUTMIB CAMOBIJTHOBJEHHS

Poszensnymo npobnemu nobyoosu cucmemu 300py i 06pobku ingpopmayii Ha 6a3i NPoepamHoeo 3abe3neyeHHs 3

He2apaHmoBaHo0 HAOIlIHICMIO.

Kniouosi cnosa: npocpamne 3abe3neuents; He2apaHmosana HAOIUHICMb.
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. /1. 3ronses,
Yepromopckuii 2ocydapcmeennviil yuugepcumem um. Illempa Mozunvl, Huxonaes, Yxpauna

PA3BUTHUE CUCTEMbI MUKPOKOHTPOJLJIEPA VISl TIOJYYEHUS U OBPABOTKH MEPBUYHOM
NH®OPMAIIMA 110 3BPUCTHYECKHUM AJI'OPUTMAM CAMOBOCCTAHOBJIEHUS

Paccmampusaiomea npobnemvr nocmpoenusi cucmem coopa u obpabomku ungopmayuu Ha 6aze nPOSPAMMHOZO

obecneuenus ¢ He2apaHmMupOBAHHOU HAOEICHOCTNBIO.
Knrouegvie cnosa: npozpammnoe obecneuenue; He2apanmupo8anas HAOEHCHOCHb.

Penensentn: Kymroseywvkun B. A., 1. T. H., npodecop;
Mycienko M. II., 1. T. H., Ipodecop.
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